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Eliminating the Use of Port Numbers in Websphere/HTTP

Overview

To meet high availability needs and to optimize performance in an ERP/Websphere environment, J.D.
Edwards recommends creating multiple Java Application Server (JAS) instances in WebSphere
Application Server (WAS). Also, in order to address the Path Code caching issue (Refer to “Implement
a Single Path Code per Virtual Machine” appendix in JAS Install Guide), it is recommended that
multiple JAS instances be created. To support these needs, an elaborate addressing structure must be
created. The choices for creating this addressing structure are either port-based or name-based
addresses. This paper presents name-based addressing as an alternative to port-based addressing.

Current Recommendation

The current recommendation calls for the utilization of separate TCP port numbers for each JAS
instance:

http://erp8.company.com:80 - for the Production Instance
http://erp8.company.com:81 - for a Vertical Clone
http://erp8.company.com:82 - for another Vertical Clone

http://erp8.company.com:83 - for a Prototype Instance
While this is a suitable solution, some issues compel us to find an alternate solution.

e Firewall Complexity - The use of multiple ports in a firewalled network environment forces
the opening of those ports and any firewall between the user and the HTTP server. This results
in a less secure environment and higher administrative cost for the customer. The current
emphasis on corporate security increases the likelihood of network administrators responding
negatively to requests for firewall port openings.

e URL Complexity - The use of port numbers in a Uniform Resource Locator (URL) makes the
URL more complex and less descriptive. Users may have difficulty remembering the address
and could get confused by what is now considered a non-standard type of Internet address.
There is nothing in the URL that describes what instance they are using. The use of aliases
increases the descriptiveness of the URL.

e The use of port numbers is considered inelegant and dated. With the availability of HTTP
VirtualHost methods, using port numbers in an Internet Address implies a lack of sophistication.
Using aliases instead shows customers that JD Edwards remains on the leading edge of
software implementation practices.
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Solution

The use of aliasing and Virtual Hosting techniques in DNS, IBM HTTP Server (Apache), and WebSphere
4 allows JAS instances to be referenced by name instead of by TCP Port Number. DNS mappings,
Apache VirtualHosts, and WAS Host Aliases are created to enable this solution.

You create multiple HTTP servers by the use of Apache Named Virtual Hosts. Each named Virtual Host
is on the same physical web server but appears to be a different URL and can have a different setting.
The process is described below.

An HTTP URL is entered in the browser, which prompts a DNS lookup to be performed. The
matching DNS entry points to the IP address of a server.

Since the server is running an HTTP server, it accepts the HTTP request on the default port 80.

The WAS Plugin intercepts the HTTP request and evaluates it for matching routes.

If the URI requested does not match any existing route, the WAS Plugin allows the HTTP
request to continue to the HTTP server (figure 1). (e.g., http://erp8dv/jde/owhtml/index.html)

The HTTP server then parses the httpd.conf file searching for a ServerName or ServerAlias in a
VirtualHosts section that matches the server name specified in the URL and serves the

requested document

URL

DNS 10.00.10 hpptd conf

hitp:ferpidy ——»
http: ferp8py ——
hitp:ferpépd ——»

erplpd ——

erpady —)
erpépy ——>

Serverfame erpidy ———
ServerName erp8py —» | Requested Page
ServerMame erpépd ———

Web Browser

Figure 1 — Path for a request that does not match a WAS route

If the URI requested matches an existing route in WAS, the Plugin routes the request to the
appropriate WAS Virtual Host based on the matching WebSphere Host Alias (figure 2).
(e.g., http://erp8dv/jde/serviet/com.jdedwards.virtual.LoginServlet)

URL

http ferp8dy  ——»
hipHerpdpy —
hitp-Nerpgpd —

I

DNS

erpddy ———>
erpSpy ——
erpipd —

WebSphere
Host Alias

empidv 80 —
erp8pd 80 ——
ep8py 80 ———>

WebSphere
Virtual Host

WH_JDEdwards [
VH_._IDEd\\rardS_P‘f
WH_JDEdwsards_PD

Figure 2 — Path for a request that matches a WAS route

Both scenarios require the presence of a

DNS entry
httpd.conf Virtual Host
WAS Host Alias

For more information on WAS Plugin behavior, see IBM WebSphere Application Server 4.0 - Advanced
Edition Problem Determination Chapter 4 - The HTTP server plug-in
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Assumptions
For the purposes of this document the following assumptions are made:
e IBM WebSphere 4 and higher
e IBM HTTP Server
e ERP8/SP20 and higher
e Microsoft Windows platform

Setup for alternative platforms/configurations is similar as the basic principles are applicable.
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Configuration

The following configuration uses Server Names, IP Addresses, and File & Directory Paths that are
examples and may not reflect your actual servers or IP Addresses. They are not to be construed as
official JD Edwards recommended naming conventions.

The configuration steps facilitate both separated path codes and name-based addressing. Since the

separation of path codes is one of the main reasons for doing name-based addressing, the

configuration will be included here. More information can be found about separating path codes in the
appendix section of the JAS Install Guide.

The presence of clones is not necessary but can be accommodated with this type of configuration.

1.

In DNS create the following entries:

erp8dv 10.0.0.10
erp8py 10.0.0.10
erp8pd 10.0.0.10

In the httpd.conf create the following directives:

NameVirtualHost 10.0.0.10

<VirtualHost 10.0.0.10>

ServerAdmin ds6842049@sdutsiwik.com

DocumentRoot "C:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\owhtml"
ServerName erp8dv

ServerAlias erp8dv.domain.com

ErrorLog "C:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\error.log"
Alias /jde "C:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war"

</VirtualHost>

<VirtualHost 10.0.0.10>

ServerAdmin ds6842049@sdutsiwik.com

DocumentRoot "C:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\owhtml"
ServerName erp8py

ServerAlias erp8py.domain.com

ErrorLog "C:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\error.log"
Alias /jde "C:\Program Files\JDEdwards\JAS_PY\EA_ JDEdwards_PY.ear\webclient.war"

</VirtualHost>

<VirtualHost 10.0.0.10>

ServerAdmin ds6842049@sdutsiwik.com

DocumentRoot "C:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\owhtml|"
ServerName erp8pd

ServerAlias erp8pd.domain.com

ErrorLog "C:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\error.log"
Alias /jde "C:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war"

</VirtualHost>
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3. Install J.D. Edwards JAS to the following directories to match directory settings in

DocumentRoot, ErrorLog, and Alias sections of the appropriate VirtualHost directive in

httpd.conf.
DV7334

Installation Directory - C:\Program Files\JDEdwards\JAS_DV

A Installer

—

|DEDWARDS

HTML
Web Server

g [ 5

Click Next to install "J.D. Ecwards Java Application Server” 10 this directory,

or click Browse to install to a different directory.
Directory Name:

iC:\.F'rngram Files\DEdwards\wJAS_DY

Browse... I

Virtual Host - VH_JDEdwards_DV

Application Server - AS_JDEdwards_DV

IrrstallShiel
< Batk | Neut = | Cancal I
Figure 3 — DV Installation Directory
Web Application Name - EA_JDEdwards_DV
A Installer =10] x|

<

JOEDWARDS

HTML
Web Server

Inistal[Shield -

WebSphere 4.0 Configuration
Virtual Host Name:

|»

[VH_JDEdwards_DV

Application Setver Name:

|#8_JDEdwards_DV
Web Application Name:

| EA_JDEdwards_DV

MNode Name:

|servername|

HTTP Port:

80

MLS Encoding:
|

| of

< Back | Next = |

Cancel I

Figure 4 — DV Installation Options
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PY7334

Installation Directory - C:\Program Files\JDEdwards\JAS_PY
Virtual Host - VH_JDEdwards_PY

Application Server - AS_JDEdwards_PY

Web Application Name - EA_JDEdwards_PY

PD7334

Installation Directory - C:\Program Files\JDEdwards\JAS_PD
Virtual Host - VH_JDEdwards_PD

Application Server - AS_JDEdwards_PD

Web Application Name - EA_JDEdwards_PD

4. Make the following changes to each installed instance’s jas.ini to support the separated path
codes:

For the DV instance
(C:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\WEB-INF\jas.ini)-

Change paths for logs, etc. to match directories specified during install and in httpd.conf
VirtualHost directive:

jde=c:\Program Files\JDEdwards\JAS_DV\EA JDEdwards_DV.ear\webclient.war

servlet=c:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war/WEB-INF/classes
log=c:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\jas.log
debuglog=c:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\jasdebug.log
rtlog=e:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\rt.log
rtdebug=e:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\rtdebug.log
stdout=c:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\stdout.txt
stderr=c:\Program Files\JDEdwards\JAS_DV\EA_JDEdwards_DV.ear\webclient.war\logs\stderr.txt
PathCodes=(‘DV7334")

For the PY instance
(C:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\WEB-INF\jas.ini)-

Change paths for logs, etc. to match directories specified during install and in httpd.conf
VirtualHost directive:

jde=c:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war

servlet=c:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war/WEB-INF/classes
log=c:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\jas.log
debuglog=c:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\jasdebug.log
rtlog=e:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\rt.log
rtdebug=e:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\rtdebug.log
stdout=c:\Program Files\JDEdwards\JAS_PY\EA_ JDEdwards_PY.ear\webclient.war\logs\stdout.txt
stderr=c:\Program Files\JDEdwards\JAS_PY\EA_JDEdwards_PY.ear\webclient.war\logs\stderr.txt
PathCodes=(‘PY7334")
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For the PD instance

(C:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\WEB-INF\jas.ini)-

Change paths for logs, etc. to match directories specified during install and in httpd.conf

VirtualHost directive:

jde=c:\Program Files\JDEdwards\JAS_PD\EA_ JDEdwards_PD.ear\webclient.war

servlet=c:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war/WEB-INF/classes

log=c:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\jas.log

debuglog=c:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\jasdebug.log

rtlog=e:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\rt.log

rtdebug=e:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\rtdebug.log

stdout=c:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\stdout.txt

stderr=c:\Program Files\JDEdwards\JAS_PD\EA_JDEdwards_PD.ear\webclient.war\logs\stderr.txt

PathCodes=(‘PD7334")

5. In the WebSphere Administration Console perform the following actions:

Verify the creation of a WebSphere Virtual Host named VH_JDEdwards_DV and add host

aliases:
erp8dv:80
erp8dv:443 (If using SSL)

¥§i WebSphere Advanced Administrative Console

Console Wiew Tools Help

=10l x|

eloe|xaE|
=98 WebSphere Administrative Domain Name | Aliases
=4 2 default_host [*:80, *:9080]
3 Server Groups En wH_JDEdwards_DV 3
£3 Modes T2 WH_JDEdwards_PY [erpSpy.80, erp8py:443]
BB Enterprise Applications 2 WH_JDEdwards_FD [erpSpd:a0, erpSpd:443)]

#-E2 Resources

General | Advanced

Mame: *WH_JDEdwards_DY

|»

E  S426/03 11:26.. Consale Ready.

Aliase
*Host Aliases Add
erpgdy 80 |
erpBdv443 | Retmove |
Al Eeset | Help |
Type | Time | Event Massage Source | options... |

;I Details... |

=l Clear

Figure 7 — DV Websphere Virtual Host Configuration
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Verify the creation of a WebSphere Virtual Host named VH_JDEdwards_PY and add host aliases:
erp8py:80
erp8py:443 (If using SSL)
Verify the creation of a WebSphere Virtual Host named VH_JDEdwards_PD and add host
aliases:
erp8pd:80
erp8pd:443 (If using SSL)
Associate either AS_JDEdwards_DV or SG_JDEdwards_DV (if cloned) with:
VH_JDEdwards_DV

" Websphere Advanced Administs ative Console s =i0] x|
Console View Tools Help

e 00? xd& @

=% wiebSphere Administrative Domain L Name | Server Application |
2 wirtual Hosts =%
=2 Server Groups
+ % 56_Jdedwards_1
&% 56_JDEdwards_EXTPD
=1 % 5G_JDEDwards_DV

B Application Gerers I
B3 Installed EJB Modules General | Resource Ftsmanes| EJB Ral‘aren:el
= PEBTENEEEREE Module name ‘F’“—
+ ' so_JDEdwards_PY : ehclient war
# @ Nodes Corntedt root: “fide
+-03 Enterprize Applications Virkual Host B aetuarts, o .

+82 Resources

I Help i
Type | Time | Event Message | Source | Options...
@ B2e03 356 .. Command vH_JDEdwards_PLoemave” running _:l
B 2603 356 .. Command “WH_JDEdwards_PD.remove” completed succes... Datalls..

G 92603 356 ADMRIZ01L Web Server Plugin Config. The administrative . comiibmoejs smobeans VitdualHo. EI Clear |

Figure 8 — Installed Web Modules
Associate either AS_JDEdwards_PY or SG_JDEdwards_PY (if cloned) with:

VH_JDEdwards_PY
Associate either AS_JDEdwards_PD or SG_JDEdwards_PD (if cloned) with:

VH_JDEdwards_PD

Verification

Open a web browser and test the J.D. Edwards HTML client using
=  http://erp8dv

= http://erp8py
=  http://erp8pd
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